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FOREWORD 

1.  This standard is approved for use by all Departments and Agencies of the Department of 
Defense (DoD). 

2.  In accordance with DoD Instruction 4630.8, it is DoD policy that all forces for joint and 
combined operations be supported through compatible, interoperable, and integrated Command, 
Control, Communications, and Intelligence (C3I) systems.  Furthermore, all C3I systems 
developed for use by U.S. forces are considered to be for joint use.  The director of the Defense 
Information Systems Agency (DISA) serves as DoD's single point of contact for developing 
information technology standards to achieve interoperability and compatibility.  All C3I systems 
and equipment shall conform to technical and procedural standards for interface, interoperability, 
and compatibility, as recommended by DISA. 

3.  MIL-STDs in the 188 series (MIL-STD-188-XXX) address telecommunication design 
parameters based on proven technologies.  These MIL-STDs are to be used in all new DoD 
systems and equipment, or major upgrades thereto, to ensure interoperability.  The MIL-STD-
188 series is subdivided into a MIL-STD-188-100 series, covering common standards for tactical 
and long-haul communications; a MIL-STD-188-200 series, covering standards for tactical 
communications only; and a MIL-STD-300 series, covering standards for long-haul 
communications only.  Emphasis is being placed on the development of common standards for 
tactical and long-haul communications (the MIL-STD-188-100 series).  The MIL-STD-188 
series may be based on, or make reference to, Joint Technical Architecture, American National 
Standards Institute (ANSI) standards, International Telecommunications Union–Telecommuni-
cation Standardization Sector (ITU-T) recommendations, North Atlantic Treaty Organization 
(NATO) Standardization Agreements (STANAG), and other standards wherever applicable. 

4.  This document contains technical standards and design objectives for medium- and high-
frequency radio systems.  Included are:  (1) the basic radio parameters to support both 
conventional and adaptive radio communications; and (2) technical parameters for automatic link 
establishment (ALE), linking protection, and other advanced adaptive features and functions. 

5.  The technical parameters in certain identified paragraphs have not (as of the date of 
publication) been verified by testing or implementation.  These parameters have, however, been 
subjected to rigorous simulation and computer modeling.  The DoD working group and the 
Technical Advisory Committee (TAC) are confident that these features, functions, and 
parameters are technically valid.  The un-tested portion of the technology are marked (NT) 
following the title of each paragraph containing un-tested material. 

6.  Users of this MIL-STD should note that there is no proprietary or otherwise restricted use 
material in this document.  This document is for unrestricted DoD, federal, and industry use. 

7. Comments, suggestions, or questions on this document should be addressed Headquarters Air 
Force Communications Agency, ATTN:  AFCA/ITS,  203 W. Losey St, Rm 2065, Scott AFB, IL 
62225-5238, or emailed to Gregg.Noud@scott.af.mil.  Since contact information can change, you 
may want to verify the currency of this address information using the ASSIST Online database at 
www.dodssp.daps.mil.” 
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1.  SCOPE. 
 
1.1  Scope. 
The purpose of this document is to establish technical performance and interface parameters in 
the form of firm requirements and optional design objectives (DO) that are considered necessary 
to ensure interoperability and interface standardization of new long-haul and tactical radio sys-
tems in the medium frequency (MF) band and in the high frequency (HF) band.  It is also the 
purpose of this document to establish a level of performance for new radio equipment that is 
considered necessary to satisfy the requirements of the majority of users.  These technical pa-
rameters, therefore, represent a minimum set of interoperability, interface, and performance 
standards.  The technical parameters of this document may be exceeded in order to satisfy certain 
specific requirements, provided that interoperability is maintained.  That is, the capability to in-
corporate features such as additional standard and nonstandard interfaces is not precluded. 
 
1.2  Applicability. 
This standard is approved for use within the Department of Defense (DoD) in the design and de-
velopment of new MF and HF radio systems.  It is not intended that existing equipment and sys-
tems be immediately converted to comply with the provisions of this standard.  New equipment 
and systems, and those undergoing major modification or rehabilitation, shall conform to this 
standard.  If deviation from this standard is required, the user should contact the lead standardi-
zation activity for waiver procedures. 
 
1.3  Application guidance. 
The terms “system standard” and “design objective” are defined in FED-STD-1037.  In this 
document, the word “shall” identifies firm requirements.  The word “should” identifies design 
objectives that are desirable but not mandatory. 
 
2.  APPLICABLE DOCUMENTS. 
 
2.1  General. 
The documents listed in this section are specified in sections 3, 4, and 5 of this standard.  This 
section does not include documents cited in other sections of this standard, those recommended 
for additional information, or those used as examples.  While every effort has been made to en-
sure the completeness of this list, document users are cautioned that they must meet all specified 
requirements documents cited in sections 3, 4, and 5 of this standard, whether or not they are 
listed. 
 
2.2  Government documents. 
 
2.2.1  Specifications, standards, and handbooks. 
The following specifications, standards, and handbooks form a part of this document to the ex-
tent specified herein.  Unless otherwise specified, the issues of these documents are those cited in 
the solicitation or contract. 
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STANDARDS  

 FEDERAL 

  FED-STD-1037 Telecommunications: Glossary of Telecommuni-
cations Terms 

 DEPARTMENT OF DEFENSE 

  MIL-STD-188-110 Interoperability and Performance Standards for HF 
Data Modems 

    

  MIL-STD-188-114 Electrical Characteristics of Digital Interface Cir-
cuits 

    

  MIL-STD-188-148 (S) Interoperability Standard for Anti-Jam (AJ) 
Communications in the High Frequency Band  
(2-30 MHz) (U) 

 
(Copies of these documents are available online at http://assist.daps.dla.mil/quicksearch/ or 
www.dodssp.daps.mil or from the Standardization Document Order Desk, 700 Robbins Avenue, 
Building 4D, Philadelphia, PA 19111-5094.) 
 
2.2.2  Other Government documents, drawings, and publications.   
The following other Government documents, drawings, and publications form a part of this 
document to the extent specified herein.  Unless otherwise specified, the issues of these docu-
ments are those cited in the solicitation or contract. 
 
U.S. DEPARTMENT OF COMMERCE 

 National Telecommunications and Information Administration (NTIA) 

  NTIA Manual of Regulations and Procedures for Federal Radio Frequency 
Management 

 
(Applications for copies should be addressed to the U.S. Department of Commerce, NTIA, 
Room 4890, 14th and Constitution Ave. N.W., Washington, DC 20230.) 
 
2.3  Non-Government publications.   
The following documents form a part of this document to the extent specified herein. Unless oth-
erwise specified, the issues of these documents are those cited in the solicitation or contract. 
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INTERNATIONAL STANDARDIZATION DOCUMENTS 

 North Atlantic Treaty Organization (NATO) Standardization Agreements 
(STANAGs) 

  STANAG 4203 Technical Standards for Single Channel HF Ra-
dio Equipment 

  STANAG 5035 Introduction of an Improved System for Mari-
time Air Communications on HF, LF, and UHF 

 
(Applications for copies should be addressed to:  Standardization Document Order Desk, 700 
Robbins Ave. Building 4D, Philadelphia, PA 19111-5094.) 
 
 Quadripartite Standardization Agreements (QSTAGs) 

  QSTAG  733 Technical Standards for Single Channel High 
Frequency Radio Equipment 

 
(Application for copies should be addressed to:  Standardization Document Order Desk, 700 
Robbins Ave. Building 4D, Philadelphia, PA 19111-5094.) 
 
 International Telecommunications Union (ITU), Radio Regulations 

  CCIR Recommendations 455-2 Improved Transmission System for 
HF Radiotelephone Circuits 

 
(Application for copies should be addressed to the General Secretariat, International Telecom-
munications Union, Place des Nations, CH-1211 Geneva 20, Switzerland.) 
 
(Non-Government standards and other publications are normally available from the organiza-
tions that prepare or distribute the documents.  These documents also may be available in or 
through libraries or other informational services.) 
 
2.4  Order of precedence. 
In the event of a conflict between the text of this document and the references cited herein, the 
text of this document takes precedence.  Nothing in this document, however, supersedes applica-
ble laws and regulations unless a specific exemption has been obtained. 
 
3.  DEFINITIONS. 
 
3.1  Terms. 
Definitions of terms used in this document shall be as specified in the current edition of  
FED-STD-1037, except where inconsistent with the use in this standard.  In addition, the follow-
ing definitions are applicable for the purpose of this standard. 
 
 High-performance HF data modem.  High-speed (capable of at least 1200 bits per second) or 
robust data modes which incorporate sophisticated techniques for correcting or reducing the 
number of raw (over-the-air induced) errors. 
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 Phase noise (dBc/Hertz (Hz)).  The amount of single-sided phase noise, contained in a 1-Hz 
bandwidth, produced by a carrier (signal generation) source, and referenced in decibels below 
the full (unsuppressed) carrier output power. 
 
 Second generation automatic link establishment (2G ALE).  ALE as first technically de-
scribed in Appendix A of this document. 
 
 Third generation automatic link establishment (3G ALE).  ALE as first technically described 
in Appendix C of this document. 
 
3.2  Abbreviations and acronyms.   
The abbreviations and acronyms used in this document are defined below.  Those listed in the 
current edition of FED-STD-1037 have been included for the convenience of the reader. 
 

2G ALE second generation automatic link establishment 
3G ALE third generation automatic link establishment 
ABCA American, British, Canadian, Australian 
AGC automatic gain control 
AJ Anti-Jam 
ALC automatic level control 
ALE automatic link establishment 
ANSI American National Standards Institute 
ARQ automatic repeat request 
b/s bits per second 
Bd baud 
C3I Command, Control, Communications, and Intelligence 
CCIR International Radio Consultative Committee 
dB decibels 
dBc decibels referenced to full-rated peak envelope power 
DII Defense Information Infrastructure 
DISA Defense Information Systems Agency 
DISAC Defense Information Systems Agency Circular 
DO design objective 
DoD Department of Defense 
DODISS Department of Defense Index of Specifications and Standards 
EMC electromagnetic compatibility 
FDM frequency division multiplex 
FEC forward error correction 
FSK frequency-shift keying 
HF high frequency 
HFNC HF Network Controller 
Hz Hertz 
ICW interrupted continuous wave 
IF intermediate frequency 
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IMD intermodulation distortion 
ISB independent sideband  
ITU-T International Telecommunications Union - Telecommunication 

Standardization Sector 
kHz kiloHertz 
LP link protection 
LQA link quality analysis 
LSB lower sideband 
MF medium frequency 
MHz megahertz 
ms millisecond 
NATO North Atlantic Treaty Organization 
NBFM narrowband frequency modulation 
NSA National Security Agency 
NT not tested 
NTIA National Telecommunications and Information Administration 
PEP peak envelope power 
PI protection interval 
PQM path quality matrix 
PTT push-to-talk 
QSTAG Quadripartite Standard Agreement 
RF radio frequency 
RT routing table 
SINAD signal-plus-noise-plus-distortion to noise-plus-distortion ratio 
SSB single-sideband  
STANAG Standard Agreement 
TAC Technical Advisory Committee 
TOD time of day 
uncl unclassified 
USB upper sideband 
VSWR voltage standing wave radio 

 
4.  GENERAL REQUIREMENTS. 
 
4.1  General. 
By convention, frequency band allocation for the MF band is from 0.3 megahertz (MHz) to 3 
MHz and the HF band is from 3 MHz to 30 MHz.  However, for military purposes, equipment 
designed for HF band use has been historically designed with frequency coverage extending into 
the MF band.  For new HF equipment, HF band standard parameters shall apply to any portion of 
the MF band included as extended coverage.  Currently there are no known military require-
ments below 1.5 MHz.  Consequently, this portion of the MF band is not standardized. 
 
4.1.1  Equipment parameters. 
Equipment parameters will be categorized using functional use groups for radio assem-
blages/sets.  Historically, these groups have been fixed (long-haul) installations and tactical sys-
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5.4.3  Automatic gain control (AGC) characteristic. 
The steady-state output level of the receiver (for a single tone) shall not vary by more than 3 dB 
over an rf input range from -103 dBm to +13 dBm for fixed application or -103 dBm to 0 dBm 
for tactical application. 
 
5.4.3.1  AGC attack time (nondata modes). 
The receiver AGC attack time shall not exceed 30 ms. 
 
5.4.3.2  AGC release time (nondata modes). 
The receiver AGC release time shall be between 800 and 1200 ms for SSB voice and ICW op-
eration.  This shall be the period from rf signal downward transition until audio output is within 3 
dB of the steady-state output.  The final steady-state audio output is simply receiver noise being 
amplified in the absence of any rf input signal. 
 
5.4.3.3  AGC requirements for data service. 
In data service, the receiver AGC attack time shall not exceed 10 ms.  The AGC release time 
shall not exceed 25 ms. 
 
5.4.4  Receiver linearity. 
The following shall apply with the receiver operating at maximum sensitivity, and with a refer-
ence input signal that produces a SINAD of 10 dB at the receiver output.  The output SINAD 
shall increase monotonically and linearly within + 1.5 dB for a linear increase in input signal 
level until the output SINAD is equal to at least 30 dB (DO: 40 dB).  When saturation occurs, the 
output SINAD may vary +3 dB for additional increase in signal level.  This requirement shall 
apply over the operating frequency range of the receiver. 
 
5.4.5  Interface characteristics. 
 
5.4.5.1  Input impedance. 
The receiver rf input impedance shall be nominally 50 ohms, unbalanced with respect to ground. 
The input VSWR, with respect to 50 ohms, shall not exceed 2.5:1 over the operating frequency 
range. 
 
5.4.5.2  Output impedance and power. 
When a balanced output is provided, the receiver output impedance shall be a nominal 600 ohms, 
balanced with respect to ground, capable of delivering 0 dBm to a 600-ohm load.  Electrical 
symmetry shall be sufficient to suppress longitudinal currents at least 40 dB below reference sig-
nal level.  The receiver output signal power for operation with a headset or handset shall be ad-
justable at least over the range from -30 dBm to 0 dBm.  For operation with a speaker, the output 
level shall be adjustable at least over the range of 0 dBm to +30 dBm.  As a DO, an additional 
interface can accommodate speakers ranging from 4 to 16 ohms impedance should be provided. 
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5.11  Data link protocol. 
See Appendix F. 
 
5.12  Anti-jam capability. 
See Appendix G. 
 
5.13  Automatic repeat request (ARQ) protocol. 
See Appendix H. 
 
6.  NOTES. 
(This section contains information of a general or explanatory nature that may be helpful, but is 
not mandatory.) 
 
6.1  Intended use. 

a.  This standard contains requirements to ensure interoperability of new radio equipment 
with long-haul and tactical application in the medium frequency (MF) band and in the high 
frequency (HF) band. 

b.  There is no requirement for linking protection to be a part of a user’s acquisition unless 
the user has an identified need.  Optional levels of linking protection are identified and de-
tailed.  Options AL-1 and AL-2 provide an inexpensive, least protected mode, and AL-3 and 
AL-4 provide more sophisticated protection modes.  The users should establish their applica-
tion level based on minimum essential requirements.  

c.  There is no requirement for the user to acquire any of the advanced technology defined in 
the appendices to this document unless the user has an identified requirement. 

 
6.2  Interaction matrix. 
The complexity of the adaptive features and functions may be confusing to the user of this stan-
dard.  Certain parts of the technical features are dependent on other features defined within this 
standard and MIL-STD-187-721.  This dependency is not always apparent to the user or the ac-
quisition activity.  The matrix shown in Table IV provides the interaction dependencies known, 
as of the publication date. 
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TABLE IV.  Interaction matrix:  General features. 
Feature Paragraph Requires Notes 

1.  Automated 
Network Man-
agement 

Appendix D 
MIL-STD-188-141 
D.4.4 and D.5.3 

HNMP [28] and HF MIB [29]  

2.  Remote Con-
trol Of Station 
Equipment 

* HNMP [28] and HF MIB [29] *Feature supported, but no paragraph with this 
title. 

3.  Remote Data 
Fill 

 HNMP [28] and HF MIB [29] *Feature supported, but no paragraph with this 
title 

4.  Any-Media 
Networking 

Appendix D 
MIL-STD-188-141 
D.4.5 and D.5.5 

IP [14], AME [24] (for use of HF) 
HRMP [26] and HSSP [27] (for topology 
monitoring) Robust networking using all 
available media CONEX [19] is also 
useful. 

Robust networking using all available media; 
CONEX [19] is also useful. 

5.  Fully-
Automated Mes-
sage Handling 

* Message Store and Forward [22], Route 
Selection [20] 

*Level 2 HFNC [16] provides the features for 
fully-automated (but not adaptive) message 
handling. 

6.  Adaptive 
Routing 

* Routing Queries [7] *Path Quality Matrix [18] and CONEX [19] 
provide increased functionality, with increased 
overhead. 

7.  Routing Que-
ries 

MIL-STD-188-141 
D.5.2.6.6.1 

HRMP [26]  

8.  Connectivity 
Monitoring 

MIL-STD-188-141 
D.5.2.6.6.3 

HRMP [26] HSSP [27] recommended also. 

9.  Repeater Con-
trol 

MIL-STD-188-141 
D.5.2.6.6.2 

HRMP [26]  

10.  Full-Duplex 
Independent Op-
eration 

5.6.3 Frequency Select Command [35]  

11.  Internet Serv-
ices 

* TCP [12] *For example, FTP, SMTP, Telnet (defined in 
RFCs) 

12. TCP * IP [14] and either 3G Data Link Protocol 
[62] (preferred) or HFDLP [32] 

*Defined in RFC-793 Do not use over HF 
channels without an ARQ protocol. 

13.  UDP * IP [14] *Defined in RFC-768 
14.  IP * AME [24] For use of HF, HFNC [16] *Defined in RFC-791 (ICMP in RFC-792) 
15.  Indirect Call-
ing 

4.8 and D.5.2.2 ALE controller (for Link Establishment) Level 2 (or higher) HFNC [16] recommended 
for selection alternate station. 

16.  HFNC D.4.2 (See Table D-II for levels of functional 
capability) Requires at least one link 
controller, including ALE, HFDLP [32], 
or other media. 

SDLP [31] recommended for link controller 
interface.  FED-STD-1052 modem and 
HFDLP [32] recommended for message trans-
fer over HF links (versus ALE modem with 
DTM [49] or DBM [48]) 

17.  Routing Ta-
ble 

D.4.2.1.1 
D.5.2.1.2 

HFNC [16]  

18.  Path Quality 
Matrix 

D.4.2.1.2 
D.5.2.1.1 

HFNC [16] CONEX [19] may be used to dynamically 
update path qualities. 

19.  Conex D.5.2.4 Network Layer Header [21] Normally uses Path Quality Matrix [18]; may 
instead use only link control. 

20.  Route Selec-
tion 

D.4.2.1.3 Routing Table [17]  

21.  Network 
Layer Header 

5.7.3 HFNC [16]  
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Interaction matrix:  General features (continued). 
Feature Paragraph Requires Notes 

22.  Message 
Store And For-
ward 

D.4.2.3 
D.5.2.5.2 

AME [24]  

23.  Null Store 
And Forward 

D.5.2.5.3 AME [24]  

24.  AME D.4.2.4 AME Protocol [25], and either Message 
Store and Forward [22] or Null Store and 
Forward [23] 

Automatic Message Exchange 

25.  AME Proto-
col 

D.5.2.5.1 
D.5.2.5.4 

Network Layer Header [21] Automatic Message Exchange.  Works best 
with 3G modems and protocols [60] or FED-
STD-1052 modem and HFDLP [32]. 

26.  HRMP D.5.2.6 Network Layer Header [21] HF Relay Management Protocol.  Works best 
with 3G modems and protocols [60] or FED-
STD-1052 modem and HFDLP [32]. 

27.  HSSP D.5.2.7 Network Layer Header [21] HF Station Status Protocol.  Works best with 
3G modems and protocols [60] or FED-STD-
1052 modem and HFDLP [32]. 

28.  HNMP D.5.3.2 AME [24] for HF Links; UDP [13] and 
IP [14] when using Internet; 
UDP+IP+AME when internetworking via 
HF. 

HF Network Management Protocol.  Works 
best with 3G modems and protocols [60] or 
FED-STD-1052 modem and HFDLP [32]. 

29.  HF MIB D.5.3.3 and  
Appendix H 

  

30.  Interface to 
Link Controllers 

4.2.8  SDLP [31] recommended protocol for inter-
face to link controllers. 

31.  SDLP D.5.4  Station Data Link Protocol 
32.  HFDLP Appendix H MIL-STD-188-110-serial-tone modem.  

FS-1052 
HF Data Link Protocol will work over other 
modems, but is optimized for the  
MIL-STD-188-110 serial-tone modem. 

33.  LP B.4.1, B.4.1.1, 
B.5.1, B.5.2 
B.5.2.2.2 

Time Exchange Protocol [34] (for syn-
chronization). 

 

34.  Time Ex-
change Protocol 

B.4.1, B.4.1.1, 
B.5.1, B.5.2 

 Time service protocol is usually sufficient for 
LP. 

35.  Frequency 
Select Command 

5.6.3 ALE Controller, Frequency Designators 
[36] 

 

36.  Frequency 
Designators 

A.5.6.4.1 ALE Controller  

37.  Channel Des-
ignators 

5.3b 
A.5.6.4.1 

ALE Controller  

38.  LQA Matrix 5.4.1 At least one source of data:  Basic LQA 
[51], Polling [41], LQA Reporting [45], 
or ALQA [47]. 

LQA Matrix is required in MIL-STD-188-141 
ALE controllers. 

39.  Passive LQA 5.4.1 ALE Controller  
40.  Sounding 4.4.2 ALE Controller  
41.  Polling 5.4.2 At least one Polling Protocol from [24-

26] 
 

42.  Individual 
Poll 

5.4.3.1 ALE Controller  

43.  Multistation, 
Single-channel 
Polling 

5.4.3.2 ALE Controller that supports Star Net 
Calls [53] or Star Group Calls [52] 

 


